Poautesnisim 00 nHTEpPHET 0€30M1ACHOCTH

1. O6masi 6e30MaCHOCTH B HHTEPHETE

WuTepHeT cran HEOThbeMJIEMOM YacThio Hamlel xu3Hu. C ero moMoublo Mbl MOJIy4aeMm
uHpopmarnio, obmaemcs, OOMeHHWBaeMCs MJaHHBIMU, OIJIAYMBAEM TOBAphl H  YCIYTH,
OTIpaBJIsieM JOKYMEHTHI I MOCTYIUICHHS B BY3bl W JellaeM MHOroe Jpyroe. Bmecte ¢ Ttem
MHTEPHET TauT B cebe OMaCHOCTH — O HUX HEOOXOIMMO 3HaTh, YTOOBI U30€raTh ux.

Kakue onacHOCTH MOT'YT MOMKHAATH B HHTEPHeTe:

B mepByio ouepens 93TO JEHCTBUS MOIICHHUKOB, KOTOPBIE XOTAT TMOJYYUTh
(UHAHCOBYI0O WJIM HWHYIO BBITOAY. MOIICHHHKH MOTYT HCIOJIh30BaTh CaMbIe pa3HbBIC
UHCTPYMEHTBl U METOAbl — HampuMep, BUPYCHOE MpOorpaMMHOE obecrneueHue (Wiu
«BUPYCBI»), TMOJAJICIbHBIC CAlThl, MOIIEHHUYECKHE MUChMa, MEepexBaT U MoaAdOop mapoyield K
YUETHBIM 3aIHCSIM B COITUAIBHBIX CETSAX U HA TIOYTOBBIX CEPBHUCAX.

Bupycsoi:

Bupycbl MOryT pacmpoCTpaHATbCS C MOMOUIBIO BIIOKEHHBIX (DailioB, CCHUIOK B
AJIEKTPOHHBIX MHCbMAaxX HIIM B COILICETSAX, Ha CHEMHBIX HOCUTENSIX, Yepe3 3apakeHHBbIE CAUTHI.
CooOrieHre ¢ BUPYCOM MOXKET TPUCIIATh KaK MIOCTOPOHHUN YEJIOBEK, TaK M 3HAKOMBIN, HO yKe
3apaXCHHBIH YYaCTHUK CONMATBHOW CETH WIIM TOYTOBOHM IMEPENHCKH. 3apaKEHHBIMA MOTYT
OBITH CAWTHI, CIICIIUATBHO CO3/IAaHHBIC B IEJISIX MOIICHHWYECTBA, WM OOBIYHBIC PECYPCHI, HO
UMEIOIINE YSI3BUMOCTH HH(POPMAITIOHHOM 0€301acCHOCTH.

Pexomenpanum:

* Hcnonp3yiiTe aHTUBUPYCHOE TMpOrpaMMHOE olecreueHne ¢ OOHOBICHHBIMHU
0a3zaMu BUPYCHBIX CHTHATYP.

* He otkpbiBaiiTe BioXeHHBIE (aillibl WM CCHUIKH, MOJIYYCHHBIE MO AIEKTPOHHOU
MouTe, Yepe3 COIHMAIBHYI CeTh WIM JApPYrue CpeACTBa CBSI3U, HE YAOCTOBEPUBIINCH, YTO
(aiiur WM CChUTKA HE COJICPIKUT BUPYC.

* BHuMarenpsHO TpOBEpSTE TOMEHHOE UMs caifTa (HampuMmep, www.yandex.ru), Tak
KaK 3JI0YMBIIUIEHHUKHA 9acTO HCIONB3YIOT MOXO0KHME MMEHAa CalTOB, YTOOBI BBECTH KEPTBY B
3a0myxaenue (Hanpumep, www.yadndex.ru).

* OO0pamaiiTe BHUMaHUE HA TIPEAYNPEKACHUS Opay3epa WIH MOMCKOBOW MAITUHBI O
TOM, YTO CaAlT MOXET YyTPOKaTh O€30IMACHOCTH KOMITHIOTEpA.

* He noakiroyaiiTe kK cBOeMY KOMITBIOTEPY HEITPOBEPEHHBIE ChEMHBIE HOCUTEIH.

* He moanmaBaiiTech Ha TPOBOKAIIMU 3JIOYMBINIUIEHHUKOB, HANpUMEp, TpeOOBaHUE
MEePEBECTU ACHBIY WM OTIIPABUThH CMC, YTOOBI CHATH OJIOKHPOBKY KOMIIBIOTEPA.

Momennu4yeckue NucLMa.



3IOYMBIIIJIEHHUKH MOTYT MCIOJI30BaTh Pa3jIu4HbIE METObl COLUUAIBHON MHKEHEPUHU
(Yrpo3sl, LIaHTaX, UIPy Ha YYBCTBAaX >XEPTBbI — HANpUMEp, >KaTHOCTH WM COUYYBCTBUH),
YTOOBI BEHIMAHUTH JIEHBIU. B Takux cilydasx OHU MUIIYT MUChMA IO OMPEACIEHHOMY CLIEHAPHIO.
OauH U3 NpUMEpPOB — TaK Ha3bIBa€MbIE «HHUTEPHUIICKUE MUChMay», B KOTOPHIX aBTOp OOeIIaeT
JKEPTBE OTPOMHYIO MPUOBLTH B OOMEH Ha HEOOJIBITYIO CYMMY.

IIpumMep «HUTePUIICKOT0 MUCHMA»:

«Jloporoii npyr!

A muccuc Cece-cexo, BoBa ObIBIIEro mpe3ujeHTa 3aupa (HbIHE JleMOKpaTHYeCcKOM
pecryonuku Konro) MoOyty Cece-ceko. S BeiHyk/1eHa HanmucaTh Bam 3T0 mucbmMo. ITO B CBA3H
C MOMIMH HBIHCITHHUMH OOCTOSATEIHCTBAMH M CUTyalHen. S craciack BMECTE CO CBOMM MYXKEM U
IBYMs1 CBIHOBBSIMH Anbdpenom u bamepom B AGumxkan, Kor-n’HByap, rae Mbl B OCETHINCH -
3aTeM MBI epeexanu B Mapokko, I7ie MO MyX yMep OT paka. Y MEHS e€CTh 0aHKOBCKUU CUET
Ha cymmy 18 000 000 (Bocemnamuath MmLIHOHOB) nosapoB CIIIA. Mue nyxHo Bamie
JKeJIaHue TOMOYb HaM - 4TOObl BBl monmyuunu 3T ACHBIM [JIsi HAac, B TaKOM cClydae s
npencTariro Bac Moemy chiHy Ab(pery, KOTOPBIii UMEET MPaBo MOTYYUTh 3TH JIEHBIH. S X0uy
WHBECTUPOBATH ATH JIEHBIU, HO HE X04Y, 4TOOBI OBUIO U3BECTHO, YTO ATO Jenato 1. MHe xouercs
MPUOOPECTH HEBIXKUMOCTD U aKIIMM TPAHCHALMOHAIBHBIX KOMIAHHM, a TakXKe BIIOXHUTHCA B
HaJeKHbIE U HE CIEKYJISITUBHBIE Jenia, KoTopblie Ber mocoBeryere. Hckpenne Bama, Muccuc
Mapuam M. Cece-cexo»

Pexomenpanum:

* BHuMaTenbHO H3yuuTe MHUCHMO. [IpoBepbTe HOCTOBEPHOCTH OMUCAHHBIX (PAKTOB.
Ecim B mnmceMe mnpennaraercsi Oonbliasi BBITOJAa 3a HE3HAUYUTEIBHOE BO3HArpaXKJICHHE,
CKOpee BCEro, OHO MOUIEHHUYECKOE.

* Urnopupyiite Takue nucbMa. [lonydeHne 10ocTyna K akkayHTaM B COLIMATIBHBIX CETAX
Y Ha JIPYTUX CepBHCaX 3JIOYMBIIUICHHUKA YacTO CTPEMSTCS MOJYYUTh JIOCTYNl K aKKayHTaMm
KEPTBBI, HAIIPUMEDP, B COITMATBHBIX CETSIX, HA TOYTOBBIX W JIPYTUX CEpBHUCAX. YKpaJeHHBIE

AKKayHTBl OHU HCIIOJB3YIOT, B YaCTHOCTH, JIJISI PACIPOCTPAHEHUsI CllaMa U BUPYCOB.
MomeHHuK  MOTYT MOJYYUTh JOCTYIl K YYETHOM 3alucCH  KEPTBBl  CIEAYIOLUIUMU
croco0amu:

* 3acTaBUTH KEPTBY BBECTHU CBOU JJAHHBIE HA MOJICIHOM CalTe.

* [TomoOpaTh maposb KEPTBBI, ECITH OH HE CIIOKHBIH.

* BoccraHoBuTh mapoib KEPTBBI C IMOMOILIBIO «CEKPETHOTO BOIPOCA» WU
YKa3aHHOU IPU PETUCTPALIMU DIEKTPOHHOM MTOYTHI.

* IlepexBaTuTh mapoiib >KEPTBBI MpPH Meperade M0 HE3AlIUIICHHBIM KaHajlaM CBS3H.



Kak mnpaBmio, a8 Kpakyu JIMYHBIX JAHHBIX MCIHOJB3YIOTCA (DUIIMHIOBBIE CaMTBHI.
@ummar (ot anri. fishing — prIOHAs JIOBIIA, BEIy)KUBAaHHE) — BHJI HHTEPHET-MOIICHHHYECTBA,
[EeNBI0  KOTOPOTO  SIBJISIETCS  IMOJIydeHHE JocTyna K KOH(PHICHIHMAJIbHBIM  JaHHBIM
NOJIb30BaTENed — JIOTMHAM M HapoJisiM. 3JIOYMBIIUICHHUKH CO3/al0T (DUIIMHIOBBIE CAMTBhI,
KONMpYyole uHTep(deiic M3BECTHBIX PECYPCOB, a >KEPTBBI BBOJAT HAa HHUX CBOHU JIOTUHBI U
[IapoJIM, HE TIOHUMAs, YTO CalThI MTO/IENIbHbIE.

PexoMeHnganmu:

* Hcnonp3yiite cioxHble NMapoiud (OHU COCTOAT Kak MMHUMYM u3 10 cUMBOJIOB,
BKJIIOYAIOT OYKBbl BEPXHEr0 M HIKHEr0 perucrpa, LHUGpbl U CHEelMaIbHbIE CUMBOJIBI, HE
COJIeprKaT UM MOJIb30BaTEIIS U U3BECTHBIE (PAKTHI O HEM).

* Hukomy He coobiiaiiTe cBOi mapoib.

 Jlas BOCCTAaHOBJEHMsI TAapojsl HUCHOJb3YyHTE NPUBA3AHHBIM K  aKKayHTY
MOOWIBHBIA HOMED, @ HE CEKPETHBIN BOIIPOC UIIU IEKTPOHHYIO MTOUTY.

* He nepenaBaiiTe yueTHble JJaHHbIE — JIOTMHBI M Mapojd — [0 HE3AIMIIEHHBIM
KaHaJlaM CBsI3U(HE 3alIMIICHBI, KaK MPAaBHUJIO0, OTKPBITHIC U 001Ien0cTymHbIe Wi-fi ceTn).

* BHuMmarenbHO mNpoBepsiiTeé IOMEHHbIE HMEHa CalWTOB, Ha KOTOPbIX BBOJMTE
YUYETHBIE JJaHHBIE.

[Toxwuienue JaHHBIX TP UCIOIB30BaHUHU OectutaTHBIX ceteit Wi-Fi. Ceiiuac Mbl MHOTO
oOmraemMcst yepe3 KOMIbIOTEp WM CMapTQOH U YacTO JeJlaéM 3TO OOLIECTBEHHBIX MECTaX —
noakarounBmiuch k Wi-Fi-cetu, kotopas He 3ammiiena naposieM. Korja HUKTO U3 OKpy»XKarOIInX
HE 3arjIsIbIBaeT B 3KpaH, CO3JaéTcsl ollyllleHue npuBaTHocth. Ha camom nene, nepenaua
JIAHHBIX Yepe3 OTKPBITYI0 Wi-Fi-Touky — 3T0 B KaKOM-TO CMBICJIE pa3roBOp B MOJHBIH TOJIOC B
JIOJHOM MecTe. 3JIOYMBIIUIEHHUKH CO3/al0T CETH C PaclpOCTPaHEHHBIMH Ha3BaHUSIMH U
IIPOCMATPUBAIOT BCE, YTO MOAKIIOUMBILINECS K HEH T0JIb30BATENH JI€TAI0T B MHTEPHETE: YUTAOT
U TIUIIYT JTUYHBIE COOOIIEHHUS B COLICETSX, BBOJAT MAPOJIM MM JTaHHBbIE OAHKOBCKUX KapT.

Pexomenganmu:

* Ucnonw3yiite Mmoomnbubiil uHTepHET(EDGE, 3G, LTE).

* He BBoguTe mapoaum OT BaXHBIX YUYETHBIX 3alMCEH, KOTJa MOJKIIOYEHBI K
obmmectBeHHO Wi-Fi-ceTn.

* Crapaiitech nmoceuaTh ToJbKO caiiTol ¢ mudppoanueM TaHHBIX(HTTPS — oH 00bIuHO
OTMEYECH 3eJIEHBIM 3aMOYKOM B Opay3epax).

* Hcnonp3yiiTe crneuuanbHble CPEICTBAa 3alMThl — Opay3epbl CO CIEHUATIbHBIM
0€30MaCHBIM ~ PEKUMOM  NPOCMOTpa  CTPAHHI] MM  I[POrPAaMMBI-3AIIUTHUKH, KOTOpbIE

pa3palaThIBalOT AHTUBUPYCHbIE KOMITAaHUU.



2. be3onacHoCTh MJIaTekeil B MHTEPHeTe:

Bonpiias yacTh MOIIEHHUYECKUX ONEpalliii B UHTEPHETE OKA3BIBAIOTCS YCIICIIHBIMU 110
TEM JK€ MPUYMHAM, YTO M B PEATbHOM KU3HMU, — H3-32 TAKHX YEJIOBEUYECKUX KAYeCTB, KakK
HEBHUMATEJIILHOCTh, HEOCBEIOMIIEHHOCTh, HAaMBHOCTh, OecneyHocTh. B 3ToM  Onoke  Mbl
MIOCTapaeMCsl  BBIIECIUTh OCHOBHBIE THUIIBI IUIATEKHOTO MOIIEHHUYECTBA, C KOTOPBIMU
CTAJIKMBAIOTCS TOJIB30BATCIIM PYHETa, W JaJUM PEKOMEHJIAINU, KaKk n30exarh oOMaHa.

PacnpocTpaneHHble IPUMeEPHI IVIATEKHOTO MOIIIEHHUYECTBA.

DUKTHUBHBbIEC 3BOHKH OT IIATEKHbIX CEPBHCOB:

MotileHHUK MOKET MO3BOHUTH U MPEACTaBUTHCS COTPYIHUKOM OaHKA WM MIIATEKHOTO
CepBUCa W TONPOCUTH MPOAUKTOBATH KaKWE-TMOO IIATE)KHbIC HaHHBIC, HAMpUMEp, IapoJib
WIH KOJ, Npuiieqmmidi Ha TtenedoH. llenb 3BOHKA — BBIMAHUTH IUIATEXKHBIC JAHHBIC, C
MIOMOILIBbI0 KOTOPBIX MOXHO YKPAacCTh JE€HbI'M C KApPThl UJIU U3 KOLIENbKA.

PexomeHnaanuu:.

* [lomHuTe, YTO OAHKM U IJIATEKHBIE CEPBUCHI HUKOTIa HE MPOCAT COO0IIATh — HU IO
Mo4Te, HU MO Telle(pOHy — Mapoiib, MUH-KOJ WJIM KOJI U3 CMC.

* Hukomy He cooOmiaiiTe maponu, MUH-KOABl U KOJABI U3 CMC OT CBOETO KOIIeNbKa WIH
OaHKOBCKOW KapThl.

BriManuBaHuMe CMC-MIAPOJIAA HE3HAKOMIIEM

[Tonp30BaTento MOKET MIPUUTH CMC OT OaHKa WIIM MJIATEKHOTO CEPBHUCA C TTApOJIeM st
coBepileHus 1arexa. Cpa3y mocie 3Toro 3BOHUT YEJIOBEK, KOTOPBIM TOBOPUT, YTO BBEI ATOT
HOMEp MOOMJIBHOTO TenedoHa Mo OmudKe, U MPOCUT COOOIIUTH KO U3 CMC, KOTOPOE TOJIBKO
YTO NOPUIUIO MojJp30Barento. Ha camoM Jnene kKox M3 CMC — 3TO MApojib HE K CYETY
HE3HAKOMIIa, a K cuYery rmojbp3oBaresss. C TOMOIIBI0 TapoJisi 3J0YMBIIIJIEHHUK MOXKET
MOMEHSITh HACTPOWKH KOIIENbKa UM UHTePHET-0aHKa, YKPACTh ICHbTH | T.1.

Pexomenpanum:

* Huxomy He coolmiaiiTe maposiv, MUH-KOJIBI U KOJBI U3 CMC, KOTOPBIC MPUXOAAT Ha
MOOUJIBHBI HOMEp OT OaHKOB, IJIATEKHBIX CEPBHUCOB, a TaKKe MOOUIIBHBIX OIEpPaTOPOB.

dajgbIMBbIE MUCHMA OT IUIATEKHBIX CEPBUCOB:

[Tonb30BaTens MOXKET MOMYYUTH (DaTbIIMBOE MUCHMO OT MMEHHU IJIATEKHOTO CEPBHCA,
cBoero OaHKa WM JPYrHUX IUIATEKHBIX CEpBUCOB. Hampumep, o TOM, dYTO €ro cuer
3a0JIOKMPOBAH U JUIsl pa30JIOKUPOBKU HEOOXOAMMO MEPENUTH IO CCHIIKE U BBECTH CBOM JJaHHBIE.

EnvHCcTBEHHAs LeNb TaKMX MUCEM — 3aCTABUTh YEJIOBEKA MEPEUTU Ha MOIIEIbHBIN
(umuHrOBBIN) CcalT W BBECTM TaM CBOM TEPCOHAIBHBIE JaHHBIC, KOTOpBIE OyayT
yKpazeHbl. B nanpHelniemM 3TU JaHHbIE MOTYT OBITh MCIIOJIb30BaHbI, HAPUMED, AJIS AOCTYIA K

cueTy mnojib3oBaTelns. KpoMe Toro, Ha TakoM caiiTe KOMIBIOTEP MOXKET OBITh 3apakeH BUPYCOM.



Pexomenpauuu:

» IlomHWTE, 4TO TUIATEKHBIE CEPBUCHI U OAHKW HUKOTIa HE PACCHUIAIOT COOOIICHUS O
OJIOKMPOBKE CUETa IO 3JIEKTPOHHOM MOouTe.

* He nepexonure mo ccpUIKaM M3 TAKUX IHCEM U HE BBOAMTE CBOU MApOIU
HAIlOCTOPOHHUX caiTax, Jake eclii OHU OYeHb IOXO0XH Ha cailT Oanka, Snnekc.llener
WJI JPYTOTo IJIATEKHOTO CEPBUCA.

* Ilepen BBOOM CBOMX IJIATEKHBIX JAHHBIX HA KaKMX-THOO caliTax MpoBepsiTe aapec
caiita B Opay3epe. Hampumep, BMecTo money.yandex.ru ¢aibIiUBbIii CAT MOKET UMETh ajpec
money.yanex.ru.

dasblIUBbIE BLIMTPBILIN B JIOTEpee:

[Tosb30BaTens MOXKET MOJIYYUTh cooOmeHue (mo TtenedoHy, MOYTe WM CMC), 9TO
BBIMTpAJl HEKUW MpHU3, a Ui ero MOJy4YeHHS HEOoOXOIUMO «YIUIaTUTh HAJIOT», «OIUIaTUTh
JIOCTaBKY» WM MPOCTO MOMOJHUTH Kakoil-To cueT. KoHewyHo, HHMKAKoro oOemaHHoro mpusa
M0JIb30BATENb HE MOJTYYHT.

IIpu3Haku ¢aabIIMBOM JIOTEpEeH

» Ilonb3oBaTens HUKOTJA HE MNPUHUMAI y4yacTHE B OJTOH JioTepee U BOOOIIE
HHUYETO O HEM HE 3HACT.

* [Tlonp30BaTenp HUKOT/IAa HE OCTAaB/UI CBOMX JIMYHBIX JAHHBIX HA pECypce WU B
OpraHu3aIi, OT UMEHU KOTOPOH MPUXOIUT COOOIIICHHE.

+ Coo01eHne coctaBieHo 6e3rpaMOTHO, ¢ opdorpaduyeckuMy oIMOKaMu.

* IlouroBeIii azpec OTHpaBUTENS] — OOIIEAOCTYIHBIM MOUYTOBBIA CEpPBHUC.

Hanpumep, gmail.com, mail.ru, yandex.ru.

danpIMBbIE CAHTHI ABUAONJIETOB

B uHTepHETEe MOSBHIOCH MHOXKECTBO CAWTOB, MPOJAIONINX IMOAJEIbHBIC aBHAOUIICTHI.
[lenpl Ha TakMX caiTax BBHITOJHO OTJIMYAIOTCA OT JAPYruX OQUIUATBHBIX OHJIAIH-
MJIOMIAJIOK /I TOKYNKH OujeToB. [[u3aifH caiiTa MOXKET BBITJISACTH BIIOJIHE aKKypaTHO, a
MpoIiecc TIaTeka KaszaThCsl MPHUBBIYHBIM. Ha mouTy nmaxe mpuaeT SIeKTPOHHBIN OuieT. Tem
HE MEHee 9Ta MOKynKa OyaeT (GUKTHBHOM, O YeM IMOJIb30BaTelh MOXKET y3HATh TOJIBKO YXKE B
a’pOIOPTY WM MO3BOHUB B aBUAKOMIIAHUIO.

Pexomenpanum:

* Ilepen moOKynmkoW yCIYrd WJIM TOBapa Ha HE3HAKOMOM CalTe 0053aTelbHO HY>KHO
MPOBEPSTH OT3bIBBI O HEM B HMHTepHeTe. EciM He yaaeTcss HAWTH MOJOKUTEIbHBIE OT3BIBBI
WM KaKue-JIn0o BOOOIIE, 3TO TOMKHO HACTOPOKUTh. CalT MOXeT ObITh CO371aH 3a OJIUH JICHb, a
3aKpBIThCS YK€ Ha CIEIYIOIIMH WM Ja)ke cpasy MOcjie TOTOo, KaKk Ha HeM OyJIeT COBEpIICHO

HECKOJIBKO ITOKYIIOK.



CMIIKOM BBITO/IHbIE OKYNIKH

Beironnyto, HO (aibIIMBYI0 TMOKYNKY MOTYT HPEIJIOKUTH IMOJIB30BATENIO /1€ YTOIHO
— B UHTEpPHET-MarasuHe, B TPYIIE B COLCETH, IO IEKTpOoHHOU moute. llpennoxenue

MOKET COIPOBOXKAATHCSA IPABJIONOAOOHBIM OOBSICHEHUEM: nojapuid — He
IOHPABWJIOCh, PAcpo/iaka KOH(PHCKOBAHHOIO Ha rpaHulle ToBapa U T.1. OIUIaTUTh MOKYNKY
IpeJlaraeTcsi OHJAailH — IEpeBOAOM JEHEr Ha OAHKOBCKYIO KapTy, JIEKTPOHHBIN KOIIEJEK
WM MOOUJIBHBIN HOMED.

PexomMenpanuu:.

* He nosepsiite 00BsBIEHUSAM O OAO3PUTEIBHO JICIIEBBIX TOBAPAX.

* Ilepen noxymnkoil NOUIUTE B HMHTEPHETE OT3bIBBI 00 MHTEPHET-Mara3uHe WU
YaCTHOM IIpOJIaBLe, KOTOPBIM npeiaraeT ToBap. Eciau nnpopManum HET WM ee HEJOCTaTOYHO,
OTKQKUTECh OT HOKYIKH.

@anpuMBble KBUTAHIUH!

[lonnenare MOryT HE TOJBKO CAalWT, HO U OyMaXHYIO KBHUTAaHLUIO — HAlpuMep, 3a
KKY. [lo mopnenbHbIM KBUTAaHLMSAM MOTYT IMpejaraTh TAakKe OIUIaTUTh JOCTABKY KHHT,
KYPHAJIOB U T.1.

Pexomenganmu:

* IIpoBepsiiTe peKBHU3UTHI, yKa3aHHbIC B IIaTeXKe. EciM OHM HE COBHAAarOT C
IPEKHUMU, HE oIlauMBaiiTe cuet. IHQopMauio o cMeHe peKBU3UTOB MOKHO IPOBEPUTH IIO
ounuanbHeIM TenedoHaM (Ha KBUTAHIMM OHU MOTYT OBITh HEBEPHBIE).

* IIpoBepsiiTe HOMEp CBOErO JINLIEBOTO CUeTa, yKa3aHHbIN Ha 1uiatexke 3a KKY. On
BCEr/ia OJIMH U TOT Ke.

* OOparutre BHUMaHHE Ha JaTy MOJy4YeHUs IIaTexku. Kak mpaBmiio, MOILIEHHUKU
npeUlaraloT MOJIebHbIe KBUTAHIMU paHbllle O(GUIMAIBHOW JaThl OIJIATHI, YTOOBI YCHETh
coOpath MIaTeXHU.

* HactpoliTe oHNaiH-IUIaTEeX U Ha 3apaHee MPOBEPEHHBIE PEKBU3UTHI U IUIATUTE TOIBKO
0 HUM yepe3 IMpoBepeHHble cailTel (cepBuc «l'opojckue  TMUIaTeXH», HHTEPHET-
6ank«Coepbank.Onnaiiny, Anbha-bank u np.)

* Mcnonp3yiTe Takke peKOMEHIaluU U3 MyHKTa « CIUIIKOM BBITOAHBIE TIOKYIIKH.

BeinmpammBanue JeHer €O B3JOMAHHBIX AKKAYHTOB B  COLICETAX WM
MecCeH/IKepax

MouIeHHUK MOKET MONPOCUTHh JEHET B JOJT IOJ BHAOM 3HAKOMOIO — HAaIpUMED,
yepe3 B3JIOMAaHHBIM akkayHT B couceTsx wiu Skype. Ilpu 3ToM mepeBecTH AEHBI'M OH MOXKET
MONPOCUTH JIIOOBIM YTOOHBIM CITOCOOOM — Ha 3JIEKTPOHHBIA KOIIEIEeK, OaHKOBCKYIO KapTy,

4yepe3 HHTEepPHET-0aHK.



Pexomenpanuu

* Bcerna nyume nepe3BOHUTh 3HAKOMOMY M YTOYHUTH, IIpaBAa JU OH ceifyac
HY)KJaeTcs B ICHbIaX.

* Ecau BO3MOXXHOCTH IO3BOHUTH HET, MOKHO 33JaTh KAaKOW-HUOYIb IPOBEPOUHBIN
BOIIPOC, OTBET Ha KOTOPBIM MOKET 3HATH TOJIBKO 3HAKOMBIH.

dajbmMBBIE CMC IKOOBI OT 3HAKOMOI0

MolIeHHUK MOXET MPUCIaTh POJCTBEHHUKAM II0JIb30BATENsl CMC C HEU3BECTHOI'O
HOMeEpa, HO AKOObI OT MMEHHM moib3oBaresnd. Hampumep: «Mawma, s monan B aBapuio, CpOYHO
HYXHBl JIGHbI'M, IepeBeAM HUX, NOXKallylicTa, Ha 3TOT Homep TenedoHay. «llama, y MeHs
npo0iieMbl, 1 B OOJIbHULIE, CPOYHO HY)KHBI J€HbI'M, KUHb MX, MOXKaJIylHCTa, HA 3TOT KOIIEJEK.
Mame He roBopu». llenp MoIIEHHHKa — BBIMAHUTH JEHBIU y OJIM3KHUX I0JIb30BATENS: OHHU
caMM IIepeBeJyT HUX Ha YyKa3aHHbIH MOOMJIBHBIH HOMEp, JIEKTPOHHBIN KOIIEIeK WU
0aHKOBCKYIO KapTy (B 3aBUCUMOCTHU OT TOT0, KaKOi crtocod OyzneT yka3zaH B CMC).

PexoMeHnganmu:

* CBsKUTECH C II0JIb30BATENEM, OT HMMEHH KOTOpPOro MPHUIUIO COOOLIECHHE, U
npoBepbTe HHpopManuo. Hanpumep, no3BoHuUTE eMy.

becnuiaTtHoe ckaunBanue (panjioB

Yacto mosp30BaTensiM, KOTOPbIE XOTAT OECIUIaTHO cKadaTh (aill Wi MOCMOTPETh
BUJICO B XOpOIIEM KadecTBe Oe3 pekiiaMbl, MpeJiaraloT BBECTH Ha caiiTe MOOWJIbHBIN HOMeEp.
Ecin Tak M craenarb, MOXET BKJIIOUUTHCA IUIATHAs CMC-TIOJAINUCKA M C YKa3aHHOT'O HOMEpa
OyAyT CIIUCBIBATBCSI ICHBIU.

PexoMenganmu:

* He ykasbiBaiiTe cBOIl MOOMJIbHBIN HOMEP Ha HE3HAKOMBIX caiiTax.

* Ecmu noanucka yxe odopmieHa, NMO3BOHUTE B CIyXkOy MOIJNEPKKH oreparopa
MOOWJIBHOM CBSI3U M TMONPOCUTE OTKITIOUUTH €€.

IInarexHble JaHHBbIE, KOTOPbIE HeJIb3s5l PACKPbIBATH

Uro nenath, €cCl...Bbl MOTepsAad KapTy. CpodyHO MO3BOHUTE B OaHK, MOIPOCUTE €€
3a0JIOKUPOBATh U MEPEBBINTYCTUTD. JKenareabHo ¢ HOBBIM HOMepoM. [loka Bl He 3a0nokupyete
KapTy, JIIOOOH, y KOro OHa OKaXeTcs B pyKaX, CMOXET BOCIOJb30BATHCS €10 — HaIpUMep,
OIUIaTUTh JIOPOTYI0 MOKYINKY B MHTEpPHET-Mara3uHe....BaM IPUIIO YBEJIOMIJIEHHE O IUIATEXe,
KOTOpBIA BBl HE coBepmanm. Ilomaiite B OaHK 3asBlIeHHEe 00 OTMEHE OIepaluu, TJIe
MaKCHUMaJbHO MOAPOOHO ONHIIUTE Mpou3ouieniiee. baHk paccMOTpUT Baiie oOpalieHue U
BEpHET BaM JeHbI'u. He 3arsruBaiiTe ¢ momadeil 3asBlIEHUS: OHO JOJDKHO OBITH 00paboTaHO B

cpok o130 mo 60 gHEW ¢ MOMEHTa COBEPIICHHS OIEpalHH....Bbl 3a0bUTH TApOJb OT



3JIEKTPOHHOTO KOIlIEeNbKa. 3aliluTe Ha CalT IUIATEKHOIO CEpBUCA U HAXMHUTE Ha CCBUIKY
«BoccTaHOBUTE ITApOJIbY»

— CHCTEeMa 3alpoCUT MOOWJIBHBIA HOMEp, K KOTOPOMY TNPHUBS3aH KOMIEIEK. YKa3aB
HOMep Tesie(hOHa, Bbl OJIYUUTE CMC C KOJIOM JJIsi BOCCTAaHOBJICHHUS TApOJIs.

Be3onacHocTh nIpu onJiate KapraMmu

Obecnieunth  0€30MACHOCTH  CBOCH  OAHKOBCKOM  KapThl  HECJOXKHO,  €CIH
IPUJEPKUBATHCA CIEAYIOLUIMX PEKOMEH AL

* He coobmaiite HoMep KapThl IPYTUM JIFOISIM.

* XpaHute OaHKOBCKYIO KapTy B HaJIe’KHOM MECTE.

* He nepsxure 3anmcaHHble MApOJIM U KOJBI PSIIOM C KapTOM.

* 3aBenuTe OTIENbHYIO KapTy Ul TOKYIIOK B UHTEPHETE.

* Mcnonp3yiTe 1 NOKYIIOK B MHTEPHETE TOJIBKO JIMYHBIM KOMITBIOTED.

* PerynsipHo 0OHOBIISIITE aHTUBUPYCHYIO 3aILUTY KOMIIbIOTEPA.

* CrapaiiTech enarh NOKYIKH B U3BECTHBIX U IPOBEPEHHBIX UHTEPHET-Mara3uHax.

* Ilepex moxaTBepXaeHUEM OIUIATHl yOenuTech, YTO B aapecHOW CTpoKe Opaysepa
ykazaH 1npotokon https. Tonmbko 3TOT mnpoTokosn oOecrieuyuBaeT Oe€30MacHYIO Mepeaavy
JAaHHBIX.

 TlogkmounTe B OaHKE yCIYyTry CMC-yBEAOMJIEHHH, YTOOBI MOIy4YaTh CBEIEHUS O BCEX
COBEpIIaeMbIX IJIATEKAX.

* CoxpansiiTe JOKyMEHTBHl 00 oOIUlaTeé M JIOCTaBKE TOBApoOB, IIOJIyYE€HHbIE IIO
AIIEKTPOHHOM TIOYTE.

* PerymsipHo mnpocmaTpuBaiiTe B HMHTEPHET-OAHKE HCTOPUIO  BBINOJIHEHHBIX
OIEPALMIL 110 BAIIUM KapTaM.

* He ucnons3yiite obmectBenubiii Wi-Fi npu coBepiieHun MOKYNOK B MHTEpHETE —
JTaHHbIe OAaHKOBCKUX KapT MOTYT OBITh MepeXBaue€Hbl MOIICHHUKAMHU.

Pexomengauum no mvH(GOPMAINMOHHOI 0€3011aACHOCTH

UroObl BBISICHUTH, Ha KakKHe BHAbl MOIIEHHUYECTBAa IMOMAJAIOTCA Balllk JAETH,
HE00XO0/IMMO MOHATH, JUIA YETO OHU UCTIONB3YIOT HHTEepHET. OOBIYHO 3TO CleaylolIee:

* Ilouck u nonyueHue nHGopMauu

* Urpsr

* OOwmeHue (MOYTOBBIE CEPBUCHI, COLMAIBHBIE CETH, CpEICTBA Ieperadu
MTHOBEHHBIX COOOIIECHHUI)

* IIpocMmoTp MynbTUMeana (PUIBMBI, My3bIKa, H300pasKeHUS)

* [IpuobpereHue TOBapOB M YCIyT

MoneHHUKHM MOT'YT MOJIy4aTh NPUOBLIbL TAKUM 00pPa3oM:



* Mcnosmb30BaTh pecypebl YCTPOMCTBA IOCIE €r0 3apa)KEHHsI BUPYCOM

+ CriuceIBaTh cpescTBa ¢ TeNe(OHHOTO CYeTa

* BpIBOIUTH cpeacTBa U3 IEKTPOHHOIO KOLIEIbKA

* ChoucelBath cpefcTBa ¢ OaHKOBCKOW KapThl. JKepTBamMu NeEepBBIX [JBYX BHUIOB
MOILIEHHUYECTBA MOTYT CTaTh AK€ NIEPBOKIACCHUKH, TAK KaK MHOTME W3 HHUX YXKE€ HMEIOT
MoOWiIbHBIE Tenedonbl. Kak TONbKO peOeHOK MoJydaeT COOCTBEHHBIC AJIEKTPOHHBIC JIEHBIU
(3JIEKTPOHHBIN KOIIENEK WM OAHKOBCKYIO KapTy) WM JOCTYIl K 3JEKTPOHHBIM JI€HbraM
B3POCJIBIX POACTBEHHHMKOB, Ha HEro HAYMHAIOT PacIpOCTPaHATHCS MHTEPHET-MOIIECHHUYECTBA,
CBSI3aHHBIE CO CIIMCAHUEM CPEJICTB.

IMamsaTKa poauTeasiMm

Kak yOepeub KOMITBIOTEp OT 3apayKEHHSI BUPYCOM

* MHcnonw3yliTe aHTUBHPYCHOE IpOrpaMMHOe oOecrneyeHne ¢ OOHOBJIEHHBIMU
0a3aMM BUPYCHBIX CUTHATYD.

* He otkpbiBaiiTe BioXeHHbIE (aillibl WIM CCBUIKH, MOJIYYEHHBIE IO AJIEKTPOHHOU
1Io4Te, 4Yepe3 COLMAIBHYI0 CETh WIM JpYyrue CpeacTBa CBS3HM, HE YAOCTOBEPUBILIUCH, YTO
(ailn mm cebllKa HE COIEPKUT BUPYC.

* BHumarenbHO mpoBepsiiiTe TOMEHHOE UM caiiTa (Hampumep, www.yandex.ru), Tak
KaK 3JI0yMBIIUIEHHUKH YacTO MCIOJIb3YIOT MOXO0KHME MMEHa CalTOB, YTOOBI BBECTH KEPTBY B
3abnyxnenue(Hamnpumep, www.yadndex.ru).

* OOparaiiTe BHUMaHHe Ha NpeAynpexaeHus Opay3epa WM MOMCKOBOM MalllMHBI O
TOM, YTO CaliT MOXKET yrpoXkaTh 0€301MacCHOCTH KOMIIbIOTEpPA.

* He nogkirouaiite kK CBOEMY KOMITBIOTEPY HEITPOBEPEHHBIE CHEMHBIE HOCUTEIIN.

* He nonpnaBaiiTech Ha TPOBOKAIMU 3JI0YMBIIUIEHHUKOB, HAlpuMep, TpeOOBaHUSA
NEPEeBECTH JACHBI'H UM OTIIPABUTH CMC, YTOOBI CHATH OJIOKHPOBKY KOMITBIOTEPA.

Kak 3amuTuTh CBOM JIMYHBIE TaHHBIE

* Hcnonp3yiiTe CclOXKHBIE TApoiid (OHU COCTOST Kak MHUHMMYM 3 10 CHMBOJOB,
BKJIIOUAIOT OYKBBI BEPXHEr0 W HIKHEIO pErucTpa, HUUQpbl U clelnuaibHble CUMBOJIbI, HE
coJiepKat UMsI T10JIb30BaTeNsl M U3BECTHBIE (DAKThI O HEM).

* Huxomy He cooOriaiite cBOM Mapoib.

 Jlns BOCCTaHOBIEHMS TApOJs  MUCHOJB3YHUTE TNPUBSA3AHHBIA K  AKKAYHTY
MOOWIBHBIA HOMED, @ HE CEKPETHBIN BOIIPOC UIIH JIEKTPOHHYIO MOUTY.

* He nepenaBaiiTe ydyeTHblE JaHHbIE — JIOTMHBI M MApPOJU — IO HE3AUIUILEHHBIM
KaHaJlaM CBsI3M(HE 3alIMIICHBI, KaK MPAaBUJIO, OTKPBITHIE U 00menocTynHbie wi-fi cetn).

* BHumaTenbHO NpPOBEPSHTE JOMEHHbBIE HMEHA CaWTOB, HAa KOTOPBIX BBOJMTE

YUCTHBIC JaHHBIC.



* He BBOoauTe mnapoau OT BaXKHBIX YYETHBIX 3allUCeH, KOrjga MOAKIIOUEHBI K
obmectBeHHO Wi-Fi-cetn. Kak He momactbcs Ha yI04Ky CMC-MOLICHHUKOB

* He ornpasisiiiTe cMc Ha He3HaKOMbIE Tele(hOHHBIE HOMEpA, 3a OMPABKY TaKUX CMC
MOTYT B3UMaTh IJIATy.

* IlepeBouTe NEHBIU TOJIBKO HA U3BECTHBIEC TeNEe()OHHBIE HOMEpA.

* He BBOAMTE TeneOHHBIH HOMEP HA HE3HAKOMBIX CalTax.

Kak u3bexaTh MOLIEHHUYECTBA NPH IJIaTeKaX

* IlomHuTE, 4TO OAHKHU U IUIATEKHBIE CEPBUCHI HUKOI' 1A HE MPOCAT COOOLIATh — HU IO
1oYTe, HU 10 Tesie(hOHY — Maposib, MMH-KOJ WIIK KOJ U3 CMC.

* Hukomy He cooOmiaiiTe maposu, MUH-KOABI U KOJBI U3 CMC OT CBOETO KOUIEJIbKa WU
0aHKOBCKOM KapThl.

* XpaHute OaHKOBCKYIO KapTy B HaJIe)KHOM MECTe.

* He nepxwure 3anucanHble Tapou U KOJABI PSAAOM C KapToil.

* 3aBenuTe OTIENbHYIO KapTy Ul TOKYIIOK B UHTEPHETE.

* Mcnonp3yiTe 1JIs MOKYIIOK B MHTEPHETE TOJIBKO JINYHBINM KOMIIBIOTED.

* PerynsipHo 0OHOBIISIIITE aHTUBUPYCHYIO 3AILUTY KOMIIbIOTEPA.

 CrapaiiTech JenaTh NOKYNKH B U3BECTHBIX U IPOBEPEHHBIX UHTEPHET-Mara3uHax.

* Tlepen moaTBepkKIEeHUEM OIIAThI YOEIMTECh, YTO B aJPECHOM CTpoke Opaysepa
yKazaH npoToko https. ToibKo 3TOT TPOTOKOI 0OecTieurBaeT 6€30MacHy0 NepeIady TaHHbIX.

* Ilogxmouute B 6aHKE yCIyry yBEIOMIJIEHHH IO CMC, YTOOBI OMEPaTHBHO IMOJy4aThb
CBEJICHMSI O COBEPILICHHBIX TPaH3aKLUAX.

* CoxpansiiTe TOKyMEHTBHl 00 OIUIaTe€ YCIyT M JOCTaBKE TOBApOB, IOJIyYEHHBIE IO
ANEKTPOHHOM MOYTE.

* PerynsipHo mpocmarpuBaiiTe B MHTEpHET-OAHKE MCTOPUIO BBIOJHEHHBIX ONeparui

10 BalllUM KapTaM.



